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Abstract 

Cybersecurity success is essentially the result of an effective risk management process. However, this 

process is being challenged by the inherent complexity of systems, developed with vulnerable 

components and protocols, and the crescent sophistication of attackers, now backed by well-resourced 

criminal organizations and nations. With this scenario of uncertainties and high volume of events, it is 

essential the ability of cyber resiliency. Cyber resiliency is the ability of a system, organization, mission, 

or business process to anticipate, withstand, recover from, and adapt capabilities in the face of adversary 

conditions, stresses, or attacks on the cyber resources it needs to function. In the present work, it is 

presented a framework for cyber resiliency where a segmentation strategy and the Intrusion Kill Chain 

(IKC) attack model, developed by Lockheed-Martin, are central elements. Segmentation allows the 

construction of a layered defense, where the highest-priority assets are in the inner layers and the 

attackers are forced to surpass several layers to reach them. The IKC attack model is a model of seven 

phases that the attackers must perform to achieve their goals. Each segment is supposed to be designed 

with the best efforts to prevent, detect and contain an IKC. According to the Situational Awareness (SA) 

model of Endsley, the Level of Perception is achieved through sensors connected to the controls of 

prevention, detection and containment of IKC in different segments. The Level of Understanding is 

obtained by identifying the segments impacted by the attackers, and the Level of Projection by the 

identification of the next segments to be attacked and defense actions required to contain this advance. 

The use of the framework leads to the development of a structured set of defense mechanisms, and 

supports the development of SA capability to allow defenders to make correct decisions in order to 

maintain the mission even under a heavy attack. 

1. Introduction 

Sophisticated attacks executed by groups supported by criminal organizations or nations are surpassing 

the mechanisms of current cyber defense. The recent attack on a large chain of American stores (Riley 

2014) illustrates the current situation. The high investment in infrastructure and security services did not 

prevent the attack that began from a HVAC service provider to inject malware on the network of PoS 

(Point of Sale) terminals. The endpoint security solution detected and could have removed the malware, 

but the removal option was disabled for business reasons and alerts were possibly ignored given the large 

number of false positives commonly generated by current solutions. The case illustrates the limitations to 

perceive and understand vulnerabilities (networks of service providers connected to network critical of 

PoS terminals), the difficulty to understand the meaning of events (security system alerts with alerts from 

a multitude of other systems) and the lack of a proactive ability to perform defensive actions during an 

attack in progress and preserve the continuity of critical business processes.  
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Given the inevitability of a cyber-attack, it is required to change the focus from cyber security to cyber 

resiliency (Bodeau 2011). It is not enough to build supposedly robust defenses. It is essential to consider 

that defenses will be overtaken and capabilities will be activated for absorption and containment of 

effects, treatment and recovery. 

In the current situation, the defenders have several limitations. Attackers can exploit blind spots of 

defense systems and easily camouflage their actions amid the multitude of legitimate actions performed 

within a system. Often the attacks are perceived only after final impacts. The defense has limited capacity 

to perceive, understand and predict actions of the attackers. Defenders have a limited situational 

awareness of the situation. 

This work deals with a proposal for a framework to be used for the development of cyber resiliency. The 

adoption of the framework will allow the deployment of systems with Situational Awareness support for 

Cyber Resiliency. Section 2 presents the cyber resiliency and situational awareness concepts. In Section 3 

the proposed framework details are described. Section 4 illustrates the application of the framework 

employing a case example. Finally, section 5 presents conclusions and proposals for future developments. 

2. Concepts 

Resiliency and Cyber resiliency 

The current view of Resilience Engineering (Holnagel 2006) is: ‘The intrinsic ability of a system to adjust 

its functioning prior to, during, or following changes and disturbances, so that it can sustain required 

operations under both expected and unexpected conditions. In this definition the emphasis on risks and 

threats has been reduced, and the reference is instead to 'expected and unexpected conditions'. The focus 

is on the ability to 'sustain required operations'.  

The definition of cyber resiliency from MITRE (Bodeau 2011) incorporates the current view of resiliency 

engineering to cyber systems. Cyber resiliency is the ability of a system, organization, mission, or 

business process to anticipate, withstand, recover from, and adapt capabilities in the face of adversary 

conditions, stresses, or attacks on the cyber resources it needs to function. 

This definition highlights the goals for resilience (anticipation, support, recovery and adaptation), the 

capabilities that require resilience and cyber resources that are the targets of attacks or adverse conditions. 

Situational Awareness  

The notion of Situational Awareness (SA) is credited to the pilot community of the First World War. 

However, a formalization of SA and the consequent birth of this area of research owe much to Endsley 

research works (Endsley 1995). According Endsley, SA is the perception of the elements in the 

environment within a volume of time and space, the comprehension of their meaning, and the projection 

of their status in the near future '' (Endsley 1988). Situation awareness therefore involves perceiving 

critical factors in the environment (level 1 SA), understanding what those factors mean, particularly when 

integrated together in relation to the person's goals (level 2), and understanding what will happen with the 

system in the near future (level 3). These higher levels of SA allow decision makers to function in a 

timely and effective manner. The three levels of SA can be seen as a more detailed description of the 
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Observation and Orientation stages of the OODA model (Boyd 1987) of decision making in a combat 

environment.   

Cyber attack Model (Intrusion Kill Chain)   

The treatment of a cyber attack requires the use of an appropriate attack model. Using an attack model it 

is possible to recognize the current state of an attack and its possible future states. An attack model is a 

model of hypothesis which will be used to infer possible actions of attackers. The Intrusion Kill Chain 

(IKC) (Hutchins 2011) model has been adopted as the central basis of our attack model. IKC is a model of 

seven stages that an attacker inescapably follows to plan and carry out an intrusion. The IKC stages are as 

follows:  

 Information Gathering – Collecting target’s information, such as used technologies and its potential 

vulnerabilities.  

 Weaponization – developing malicious code to explore identified vulnerabilities, coupling the developed 

code with unsuspected deliverable payloads like pdfs, docs, and ppts.  

 Delivery- Transferring the weaponized payload to the target environment.  

 Exploitation - Use of vulnerabilities in order to execute the malicious code.  

 Installation - Remote Access Trojan’s (RAT) are generally installed which allows adversary to maintain 

its persistence in the targeted environment.  

 Command and control (C2) - Adversary requires a communication channel to control its malware and 

continue their actions. Therefore, it needs to be connected to a C2 server.  

 Actions – it is the last phase of the kill chain in which adversary achieves its objectives by performing 

actions like data exfiltration. Defenders can be confident that adversary achieves this stage after passing 

through previous stages.  

 

 

Figure 1: Intrusion Kill Chain (IKC) 

To defeat more sophisticated defense systems, attackers may require the execution of one or more IKCs 

to circumvent different defensive controls.  

Cyber Resiliency Situational Awareness 

Cyber resiliency success is a result of timely and well-coordinated actions coming from an effective 

decision making process.  In a resilient system, defenders must be able to perceive the movement of 

attackers, understand the meaning of these movements, and take actions that will best counter these 

movements minimizing effects and allowing a rapid recovery of affected assets. As in any conflict, the 

side that has information dominance has the greatest chance of victory. Achieving information dominance 

is about achieving SA (and denying it to the enemy). SA essentially answers the question of which data is 
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needed by which person, and how that data needs to be processed and presented to turn it into the 

information that is truly needed. And this is the key to true information dominance: Get the right 

information to the right person at the right time, and in a form that they can rapidly assimilate and 

use.(Endsley 1997) 

However, in the current situation, the cyber attackers have several advantages over cyber defenders. With 

the standardization and wide dissemination of the technology in use, attackers have access to the same 

protocols and components of defenders, and they are able to identify vulnerabilities (eventually with the 

support of a global community) in the defended resources and quickly develop weapons that exploit these 

vulnerabilities. Attackers can practice in their laboratories attack strategies that exploit blind spots of 

existing defense systems. Even when an attack is detected it is difficult the attribution of an attack (Bayuk 

2010). The attacks are easily camouflaged in the middle of the legitimate traffic of data and the multitude 

of events generated by applications and protection mechanisms. 

Besides the advantages for the attackers, the defense has a number of shortcomings. Even in a high 

maturity organization it is common not to have the full knowledge and control of the different elements 

within its domain. The systems configuration documents are often outdated and defenders have difficulty 

to identify elements such as illegitimate applications and ports. The configurations are often modified to 

meet business interests often disregarding security policies. Finally, it is common the lack of training and 

awareness of users and defenders. 

In the current situation, the attackers are able to perform actions that are not perceived by the defenders, 

the events generated by defense systems are difficult to understand, and even when an incident is 

detected, the ultimate goals of the attackers and their next actions are complex to be projected. With this 

lack of SA, cyber incidents can easily evolve into crises with irreparable losses to the organizations. 

3. Proposed Framework 

 

The framework proposed for cyber resilience is based on the following elements: 

 Partitioning the System in Segments 

 Using the kill-chain attack model to structure the defense, understand the capabilities of the 

attackers and defense weaknesses. 

 Adoption of a life cycle based on the goals described in MITRE framework (Bodeau 2011). 

This framework adopts the guidelines of the MITRE cyber resilience framework but it focuses on the use 

of segmentation and IKC model to increase SA. 

Segmentation 

Segmentation partitions a system in many protection domains. Each segment has an access control policy 

for the elements within the segment and also has policies for traffic between segments. The use of 

segmentation is an old concept; network control mechanisms and virtualization have support for the 

implementation of segmentation. But nevertheless it is not adopted in a structured way. A common 

practice is to invest in protecting the outermost perimeter and internally keep few segments. 
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Organizations that implement segmentation as an item of a planned defense strategy are part of a minority 

(Reichenberg, 2014). 
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Motivation for Segmentation 

The use of segmentation can contribute to the improvement of SA of cyber resiliency operations because 

it offers the following properties: 

1. Access restriction: The privileges obtained by an attacker are restricted to the attacked segment. 

The attacker must initiate a new attack to obtain new privileges to access other segments. This 

access restriction also limits the impact of an attack and facilitates implementation of defensive 

actions by isolating affected segments 

2. Increased visibility and control of actions within a segment: Segmentation partitions a system into 

simpler subsets; this facilitates visibility and control of the events that occur within each segment. 

3. Increased visibility and control of actions between segments: With segmentation, data traffic 

between segments requires identification and authorization, which allows the perception and 

understanding of the events between segments. 

For the success of segmentation, it is essential that the asset allocation to different segments follows a 

resilience strategy of the mission or business. The most critical resources must be allocated in the most 

protected segments, so that even in case of attack on the most exposed segments there is a business 

continuity assurance. Defenders should be able not only to perceive and treat an attack. But they must 

also understand the effects of defensive actions, such as isolation segments or traffic restriction between 

segments, on the mission or business. 

IKC Model 

The use of  the IKC model can help prevent and detect attacks. The attacker must perform each stage of 

the model. The prevention of execution one of the stages can be enough to prevent an attack from 

happening. Any of the stages of an attack can be seen as an opportunity to prevent or detect an attack. 

Hence, a robust defense can be established by installing mechanisms to prevent or detect each of the 

different stages of an attack. The IKC model can also be used as a reference model for attacks, in this case 

the data collected from different attacks can be used to assess the ability of attackers to pass each stage, 

and the weaknesses of defenses to prevent or detect attacks (Hutchins, 2011). 

Life cycle 

Cyber resilience goals are Anticipation, Withstanding, Recovering and Adaptation (Bodeau, 2011). These 

goals require the execution of tasks that can be aligned in time as a life cycle. Each stage of the life cycle 

is focused on meeting each of the cyber resiliency goals. 

Anticipation Phase 

The anticipation phase seeks the preparation of defenses to withstand attacks and recover normal 

performance. As explained previously, cyber resilience can be constructed by defining segments and 

controls to prevent and detect Kill-Chain stages inside each segment. The segments should be built 

according to a resilience strategy of the mission or business, so that defenders can decide on the best 

actions to treat an attack. For the different possible incidents within a segment, actions should be 

established and tested to better treat these incidents. The defenses of the segments may be improved 



7 

 

applying different MITRE framework practices (Bodeau, 2011) such as: Analytic Monitoring, Deception, 

Diversity, Dynamic Positioning, Dynamic Representation, and Redundancy. 

 Analytic Monitoring 

 Deception can take the form of dissimulation or simulation.  Deception techniques include 

cryptography, false applications, and honeypots. 

 Diversity is to use a heterogeneous set of technologies to minimize the impact of attacks and force 

adversaries to attack multiple different types of technologies. The Diversity practice force 

attackers to look for vulnerabilities in different technologies. 

 Dynamic Positioning is to use distributed processing and dynamic relocation of critical assets 

and sensors. Dynamic Positioning applied to critical assets will impede an adversary’s ability to 

locate, eliminate or corrupt mission/business assets, and will cause the adversary to spend more 

time and effort to find the organization’s critical assets 

 Dynamic Representation is to construct and maintain dynamic representations of components, 

systems, services, mission dependencies, adversary activities, and effects of alternative cyber 

courses of action. A representation is dynamic if it can reflect changes in state or behavior. This 

practice is essential to understand the dependencies of assets, and to validate defense actions. 

 Redundancy is to maintain multiple protected instances of critical resources (information and 

services). These serve as backups in the case of localized damage to a resource and provide surge 

support when needed to support unexpected peak loads, faults and failovers. 

Withstanding Phase 

Withstand involves the continuity of essential functions of mission/business despite the successful 

execution of an attack. This involves actions to maintain essential features and at the same time contain 

and defeat opponents actions. Obtaining SA is essential for decision-making and defensive actions are 

performed according tactics planned in the anticipation phase. It is desirable to collect data on the 

performance of the decisions and the quality of SA.of defenders. 

Recovering Phase 

Recovery requires the removal of malicious artifacts, the original assets are restored and past performance 

is regained. It needs to be made a forensic analysis of the attack the chain of events. The Kill chain model 

helps in structuring the events to understand the attack and segmentation enables the creation of 

redundant segments to be active while a segment is in recovery state. 

Adaptation Phase 

The lessons learned in each attack should be used to enhance the defenses. In this understanding, it is 

paramount to monitor the development of attackers. In the adaptation it should be evaluated not only the 

ability to prevent and detect IKCs but also the segmentation strategy, the distribution of assets in the 

different segments and the performance of the decision-making process. 
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4. Case Example 

The case describes the application of the proposed framework in a commercial organization with a chain 

of stores. The main information systems will be allocated to segments and controls will be established in 

each segment and among segments that will contribute to obtain the SA necessary for effective cyber 

resiliency actions. 

Figure 2 illustrates the main organization’s information systems. Each store has a network of PoS that are 

connected to na ERP system located at headquarters. Each transaction in the store, records customer card 

data and commercial operation and is encrypted in the PoS terminal. The ERP extracts the data of the 

transaction, except the card data that is sent and processed by the credit card company. Using the same 

servers of the ERP at headquarters, there is the logistics system that allows the continuous supply of 

products in stores. Application of  suppliers and service providers can connect to the ERP database to 

extract data from business processes of interest. 

 

Figure 2 Information systems architecture 

The organization has established that the most critical business process is the transaction processing in 

stores. This process should take place with a low level of interruptions and customer credit card data must 

be protected with a high level of security. It is unacceptable a large-scale data theft (over 100 customers 

affected in a shop in one year). The logistics system can not be unavailable for more than 2 hours. The 

systems for suppliers and service providers are less critical to the logistics system and may be unavailable 

for up to 6 hours. 

According to the business requirements, the segments were established as shown in Figure 3. The 

different systems of the stores transaction process are allocated to the segments store and servers at 

headquarters. The logistics system is in the logistics segment and each supplier and service provider is in 

its own segment. All interfaces to external system are isolated into segments. 
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Figure 3: Segmentation Architecture 

It was adopted the following strategy for business resilience. The segments that are responsible for the 

Store Transactions Process must be the most isolated and secure. All connections to the PoS terminals 

must be authenticated and authorized in advance. The configurations in these segments should have a 

tight control and any change should be detected and reported immediately to the security management. It 

is mandatory to use two factor authentication for all connections between segments. All file transfers 

between segments should be monitored and tracked. In case of attack, the affected segments are isolated 

according to the following order. Initially the segments with access to Internet, external suppliers and 

service providers are being blocked. If the attack was not contained, the logistics system is isolated. If the 

logistics system was affected, the backup segment should be started and the traffic redirected to this new 

site. If it is concluded that the attack was contained and neutralized, the recovery process of the affected 

segments are started. 

IKC control 

The IKC model can be employed to build a robust defense. Table I presents prevention and detection 

controls for the defense of the PoS terminals for the Information Gathering Stage of an IKC.  

Table I – Controls for Information Gathering 

IKC Stage Attack Pattern Prevention Detection 

Information 

Gathering 

Social Engineering User awareness and Training User Monitoring 

Network Recognition Firewall Network Intrusion Detection 

Finger printing Information Obfuscation Network Intrusion Detection 
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The logs of the controls are stored, and it is possible to correlate these logs, detecting attacks and analyze 

the performance of the defense by applying the practice of Analytic Monitoring. 

The use of segmentation aligned with a resilience strategy of mission/business allows the defense to 

perform actions that may contain attacks and maintain the essential functions. Without segmentation, the 

defense would have difficulty to understand and contain the attacks. This occurs because once the 

outermost perimeter is bypassed, the attacker would have a multitude of possible alternatives and would 

be easy to camouflage the attack as legitimate actions. 

5. Conclusions 

The framework provides a pragmatic approach to cyber resilience. The assets are prioritized and allocated 

to different segments according to an absorption strategy. Each segment is designed with defined actions 

to address incidents in the assets. The framework emphasizes the implementation of SA elements. With 

these elements defenders may have a ready view of events in progress and the necessary actions to 

contain the attacks causing the least possible damage to the missions in progress. It is essential the ability 

to identify information systems dependencies, and impacts in the case of loss of these systems or 

connections between these systems. This information is necessary for the defenders to realize the effect of 

defensive actions such as the blocking of systems or connections. According to the criticality of the 

systems to be protected defenders can strengthen the defense of a segment by introducing redundancies, 

false applications, etc. The framework is still in the evaluation process and actual case studies are 

planned. The development of SA to cyber resiliency is an important issue that requires more attention 

from the cybersecurity community. 
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